Barristers and Solicitors
Patent and Trade-mark
Agents






Database of contact info for all DN reg ns in a
given TLD registry identifies DN owner and

how to contact them
Each TLD registry operators maintains its own
WHOIS database

Example: CIRA maintains .ca WHOIS data,;
VeriSign, maintains .com WHOIS data
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Collected by registrars at time of DN registration

gTLDs: registrars collect info and provide free query
based public access pursuant to ICANN
accreditation agreements:

Domain name

Nameserver(s)

Registrar through whom the DN is registered

Original reg n date / expiration date

Registrant s name / postal address

Admin / tech contact(s) name, postal / e-mail address /

phone / fax
ccTLDs: no universal rules - each ccTLD registry
sets own collection and access policies in some
cases no WHOIS at all

UK, France, Australia, Lithuania, Afghanistan (!), China

provide WHOIS info with varying levels of detalil

Albania, Cuba, Bangladesh little or no WHOIS access at
all






Most registrars websites permit lookups in the
TLDs in which they offer registration services

Usually a link to the WHOIS search page which
typically provides fields to enter DN to be
searched either select the TLD from a drop
down menu or type it in

Can also go directly to TLD or Regional Internet
registries - ccTLD registries with WHOIS
services are listed on IANA website at
www.iana.org

Can also do simultaneous multiple ccTLD/gTLD
WHOIS lookups through UWHOIS at
www.uwhois.com






Commercial
Governmental
Individual

ISP
Non-commercial
Registry / Registrar
Law enforcement
IP attorneys!!!
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Can determine availability of a DN for
registration

IP infringement - Can identify the entity
responsible for a DN or web site
Trade-marks:

Unauthorized and confusing online use of marks,

Cyber/typosquatting,

Counterfeiting,

Other interferences with trade-mark rights

Helps avoid possible conflicts with existing marks
Copyright:

|dentification of site operators that host or

transmit infringing materials/activities for
enforcement/licensing purposes
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Consumer Protection

|dentification of online merchants (i.e. dangerous
products), spammers etc.

Brings some accountability into largely commercial
medium

Support technical operations of ISPs or
network administrators

Tracing sources of spam
Denial of service attacks

Gather names and contact information for
marketing

Aid in government law enforcement activities
(pornography, hate crimes, terrorism, etc.)
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WHOIS info = personally identifiable
Information

Flows freely across national borders
Concerns:
Threat to freedom of speech and legitimate criticism?

Curtails expression of political affiliation, religious
beliefs and dissemination of information in these
areas?

Data mining by spammers, spoofers, phishing,
unsolicited marketing

|dentity theft, cyberstalking

Other improper Third Party use of personal contact
information






WHOIS data is globally publicly accessible -
Balancing the many legitimate, good faith uses
for WHOIS data with at least as many bad faith
uses is a PROBLEM

U.S. Supreme Court: Anonymity is a shield
from the tyranny of the majority

Many legitimate reasons for DN registrants to prefer

anonymity, but anonymity is also shield for bad faith,
illegal or criminal activity

Benefit of disclosing detailed contact info for
non-comm/individual DN holders less obvious
than for business users

Where do we find the balance?
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ACCURACY BIG Problem:

ICANN requires Registrars and registrants to keep WHOIS
data up to date, correct and accurate but currently no
enforcement mechanism

Relationship between privacy concerns and WHOIS data
accuracy often overlooked - false contact data often the
only method for DN registrants to protect their privacy and
prevent personally identifiable information from being freely
available to all Internet users

SEARCHABILITY of WHOIS data has declined i.e.
reverse lookups (i.e. owner searches) no longer
freely available to public

No standard FORMAT for WHOIS data particularly
among ccTLDs
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GNSO (Generic Names Supporting
Organization) WHOIS Task Force chartered to
work on:

Define purpose of Whois and Whois contacts in
context of ICANN s Core Values :

Security and Stability

Respecting creativity and flow of info by limiting
ICANN s activities to matters in ICANN s mission
Delegating to and respecting the policy role of
responsible entities that reflect the interests of
affected parties

What data should be public, and how it should be
accessed
Accuracy of Whois data

Resolving conflicts between ICANN contractual
requirements and local privacy laws
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Work on Whois & national laws is complete
Currently finalizing work on purpose of Whois

Have begun hearing policy proposals for
remaining items of Terms of Reference:
Purpose of contacts
Access to data
Accuracy of data
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GNSO has defined 2 Formulations for the Purpose of
WHOIS data:
To allow contact with a responsible party for a given DN
who can resolve:

Issues related to the configuration of the records
associated with the DN within a DNS nameserver
(Formulation 1 narrow)

Technical, legal or other issues related to the reg n or
use of a DN (Formulation 2 broad)
Formulation 1:
More consistent with national data protection laws
Supported by the registrar, registry, and non-commercial
constituencies of the GNSO
Formulation 2:

More consistent with the history of WHOIS, the
expansion of the Internet and the actual legitimate uses
of WHOIS

Supported by Intellectual Property (IPC), ISP and
Business constituencies
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Purpose of WHOIS, in terms of ICANN s mission and
core values is primarily to promote the reliability and
security of the Internet

Particularly important due to commercialization of Internet

Publicly available WHOIS data is critical to
accomplishing this purpose

This purpose has been clear and known to DN
registrants from inception of WHOIS database

Concerned that the purpose and role of the various
key elements of WHOIS (i.e. Registered Name Holder,
Administrative Contact, Technical Contact) is still
not properly defined in a way that is commonly
known to DN registrants

No consistency in how registrants populate these
databases -> contributes to WHOIS data inaccuracy






At-Large Advisory Committee

The ALAC has initiated a comment forum on Whois issues
to gather information from individual Internet users
regarding their opinions.

Governmental Advisory Committee

At its March 2003 meeting, the GAC formed a working
group on Whois issues. The GAC working group has
requested that the President organize a workshop on Whois
iIssues to be held at the ICANN Montreal meeting.

Security and Stability Advisory Committee

The SAC has issued a recommendation on Whois issues as
pertinent to its area of expertise. That recommendation is
now in Version 2.

ICANN Board

At its March 2003 meeting, the ICANN Board directed the
President to appoint a President's Standing Committee on
Privacy, to be responsible for monitoring the implications of
existing and proposed ICANN policies on the handling of
personal data.
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ICANN made up of checks and balances and
driven by consensus - all voices, even those
diametrically opposed, must be heard BUT this
can cause paralysis and defeat consensus

GAC s greater rolein ICANN 2
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OECD (Organization for Economic Co-
Operation and Development)

European Commission
US Federal Trade Commission

International Working Group on Data Protection
In Telecommunications.

Many of these groups have shown interest in
being involved in policy-development activities
within ICANN on Whois and data privacy.






Masking / Privacy /Proxy Services
— Already widely available
— WHOIS record identifies the privacy service provider as the
registrant and admin/tech contact

— Service provider is “intermediary” — forwards communications to
registrant

— Registrar may disclose registrant information if asked

Tiered access different licence levels for use of
WHOIS information

— Use level: One time use vs. one registrar use vs. multiple use?

— Info level: Basic WHOIS info for anonymous [unlicensed] users,
vs. full WHOIS info for identified [licensed] users?

— “Licensed” use can be based on fees/use, or certification/affidavit

restricting use of info only for purpose of protecting and enforcing
IP rights

Logging of WHOIS info requests and reason for requests

Notification of ICANN and/or registrant of WHOIS info
request

WHOIS user directory listing user contact information
and request log






In theory

WHOIS information should be accurate, up to date and readily
publicly accessible

Registrars should intervene when asked to enforce clear breach
of WHOIS info accuracy requirements by DN registrants

In Practice

Registrars do not want to get involved and no ICANN
enforcement mechanism to compel them

Increasingly prevalent nat | privacy legislation impacts
negatively on free accessibility of WHOIS data and often
prevents cooperation by registrars / registries

Tremendous conflict between people who demand
absolute access to WHOIS data to protect rights or
conduct business and those who believe that privacy
and anonymity should be the default with limited
disclosure being the exception, not the rule

IPC is concerned that legitimate access to required
information is being threatened in an online
environment where enforcement of IP rights is already
inherently very difficult due



Your client comes to you in distress. He has found a
website at a domain name which is identical to his
U.S. trade-mark, selling cheap knock-offs of his
product. The web site content is clearly directed to
your client s own market, (the U.S.) though the
domain name is in a foreign TLD - .by. You do some
checking - the ccTLD is Belarus - it has no
accessible WHOIS, so you have no idea who the
guy is who is blatantly infringing your client s IP.

The client wants the website taken down now!

What do you do?




WHOIS TIPS CONTINUED

Contact ccTLD manager asking for contact info for registrant -
guote RFC 1591 which provides that registration authorities
should provide such info

Locate the operator of the website - trace the IP address of its
nameserver in the DNS then check RIR WHOIS to determine who
provides connectivity

Do they have an acceptable use policy that is being violated - can
they be contacted and persuaded to take the site down
voluntarily?

Consider invoking judicial remedies in following jurisdictions:
Website location
ccTLD or ccTLD manager location (if different),
Registrar/reseller location (if one exists)

Is there a mutual enforcement treaty?

Do any of these jurisdictions have a usable anticybersgatting
statute?

Consider approaching the gov t associated with the ccTLD,
possibly through WIPO

Consider action in the US to prevent importation of infringing
products
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www.icann.org
www.gnso.icann.org/issues/whois-privacy/
www.iana.org

www.internic.net

www.uwhois.com



Patents | Trade-marks | Copyright | Internet Law | Litigation



